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The general notion of a group signature scheme was introduced in 1991 by Chaum and van 
Heyst [2]. 
In such a scheme, a trusted group manager predefines certain groups of users and distributes 
specially designed keys to their members.
Individual members can then use these keys to anonymously sign messages on behalf of 
their group. 
The signatures produced by different group members look indistinguishable to their verifiers, 
but not to the group manager who can revoke the anonymity of misbehaving signers.
In this paper we formalize the related notion of ring signature schemes. 
These are simplified group signature schemes which have only users and no managers
(we call such signatures “ring signatures” instead of “group signatures” since
rings are geometric regions with uniform periphery and no center). Group signatures
are useful when the members want to cooperate, while ring signatures are useful when the 
members do not want to cooperate. 
Both group signatures and ring signatures are signer-ambiguous, but in a ring signature 
scheme there are no prearranged groups of users, there are no procedures for setting, 
changing, or deleting groups, there is no way to distribute specialized keys, and there is no
way to revoke the anonymity of the actual signer (unless he decides to expose himself). 
Our only assumption is that each member is already associated with the public key of some 
standard signature scheme such as RSA. 
To produce a ring signature, the actual signer declares an arbitrary set of possible signers 
that includes himself, and computes the signature entirely by himself using only his secret 
key and the others’ public keys. 
In particular, the other possible signers could have chosen their RSA keys only in order to 
conduct e-commerce over the internet, and may be completely unaware that their public 
keys are used by a stranger to produce such a ring signature on a message they have never 
seen and would not wish to sign.

Terminology: We call a set of possible signers a ring. We call the ring member who produces 
the actual signature the signer and each of the other ring members a non-signer.

A ring signature scheme is set-up free: The signer does not need the knowledge, consent, or 
assistance of the other ring members to put them in the ring - all he needs is knowledge of 
their regular public keys. 
Different members can use different independent public key signature schemes, with  
different key and signature sizes. 
Verification must satisfy the usual soundness and completeness conditions, but in addition 
we want the signatures to be signer-ambiguous in the sense that the verifier should be 
unable to determine the identity of the actual signer in a ring of size r with probability 
greater than 1/r. 
This limited anonymity can be either computational or unconditional. 
Our main construction provides unconditional anonymity in the sense that even an infinitely 
powerful adversary with access to an unbounded number of chosen-message signatures 
produced by the same ring member cannot guess his identity with any advantage, and 
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Ring signatures are signatures generated with a single private key and a set of unrelated public keys. 
The whole set of public keys, including the one corresponding to the private key at hand, is usually 
called a ring. 
Somebody verifying the signature would not be able to tell which private key from the ring was 
used to produce the signature.
Ring signatures were originally called Group Signatures in that they were thought of as a way of 
proving that a signer belongs to a group, without necessarily identifying the individual at hand.
In the context of Monero transactions, they will help making currency flows untraceable.
Ring signature schemes can display a number of properties that will be useful for producing 
confidential transactions:
Anonymity. An observer should not be able to determine the identity of the true signer of the 
message. Only that the private key used corresponds to one of the public keys in the ring.
Linkability. If a private key is used to sign two different messages, then the messages will become 
linked and the duplicity will be uncovered. In the case of Monero, this property will help preventing 
double-spending attacks.
Exculpability. A ring member whose public key has been used twice in two ring signatures, but 
is not the true signer for both, will not be linked (Exculpability - Atleidimas nuo atsakomybės).

Originally, group signature schemes required trusted group members to manage the collective 

produced by the same ring member cannot guess his identity with any advantage, and 
cannot link additional signatures to the same signer.

To motivate the title for this paper, suppose that Bob (also known as “Deep Throat”) is a 
member of the cabinet of Lower Kryptonia, and that Bob wishes to leak a juicy fact to a 
journalist about the escapades of the Prime Minister, in such a way that Bob remains 
anonymous, yet such that the journalist is convinced that the leak was indeed from a cabinet 
member.
Bob cannot send to the journalist a standard digitally signed message, since such a message, 
although it convinces the journalist that it came from a cabinet member, does so by directly 
revealing Bob’s identity.
It also doesn’t work for Bob to send the journalist a message through a standard anonymizer, 
since the anonymizer strips off all source identification and authentication: the journalist 
would have no reason to believe that the message really came from a cabinet member at all.
A standard group signature scheme does not solve the problem, since it requires the prior 
cooperation of the other group members to set up, and leaves Bob vulnerable to later 
identification by the group manager, who may be controlled by the Prime Minister.
The correct approach is for Bob to send the story to the journalist through an anonymizer, 
signed with a ring signature scheme that names each cabinet member (including himself) as 
a ring member.
The journalist can verify the ring signature on the message, and learn that it definitely came 
from a cabinet member. 
He can even post the ring signature in his paper or web page, to prove to his readers that the 
juicy story came from a reputable source. 
However, neither he nor his readers can determine the actual source of the leak, and thus 
the whistleblower has perfect protection even if the journalist is later forced by a judge to 
reveal his “source” (the signed document).
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Originally, group signature schemes required trusted group members to manage the collective 
signatures, who had the theoretical possibility of disclosing the original signer.
Relying on a single signature manager is not at all desirable, since it causes a dependency on a
single group member, something that translates into a disclosure risk.
A more interesting scheme was presented by Liu et al. 
The authors detailed an lgorithm to cater for Linkable and Spontaneous group signatures, 
not requiring the collaboration of any possible co-signers. 
In other words, the signer could select any set of involuntary co-signers to anonymize his 
own signature.

                                       Ring signature based using Elliptic Curves - EC

Ring of Users:   U ={U1,                          U2,                          U3,              U4,              U5}

                              PuK1=A1       (PrK2=x2,PuK2=A2)         PuK3=A3     PuK4=A4     PuK5=A5

Field of integers:    

Zp = {0, 1, 2, 3, …, p-1}; p is prime, p= 2255-19; +mod p, -mod p, •mod p, :mod p.

It is a finite field named also as Galois filed and alternatively denoted by Fp.
In Monero Elliptic Curve - EC denoted by Ed25519 satisfying equation is used

mod p

Public Parameters: PP = ( p, G, H(.), HE(.) ).
M - message to be signed.
H(M)=h, |h|=256 bits.     
HE(M) = H ∈ Ed25519; H is a point of EC. HE(.) maps message M to some point of EC.
The realization of HE(.) is simple:

                                   HE(M) = H(M)G = hG = H.

U
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Linkability.
Given a fixed set of public keys U={PuK1, PuK2, PuK3, PuK4, PuK5}, and two valid signatures for 
different messages m and m',
                      Sigma  = (c1,  r1,  r2,  r3,  r4,  r5,  V)
                      Sigma' = (c1', r1', r2', r3', r4', r5', V')
If V=V' then clearly both signatures come from the same signing ring and private key.
In other words, the signature scheme yields mutually linkable signatures in the case a ring 
and a private key would be re-used.

Exculpability.
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Exculpability.
At the same time, given that V=k2 H(U), we can readily see that linkability would only apply if 
private key k2 were re-used. 
Hence, no other group/ring member could be accused of signing twice.

3.4 Borromean Ring Signatures
We will see in later sections of this report that it will be necessary to prove that transaction
amounts are within expected ranges. This can be acomplished with ring signatures. However,
to this particular end it is not necessary that signatures be linkable, which allows us to select
more e�cient algorithms in terms of space consumed.
In this context, and for the speci
c purpose of proving amount ranges, Monero uses a signature
scheme developed by G. Maxwell, which he described in [15]. We present here a simpli
ed
version of the scheme, in that we will assume that we have the same number of keys for any
value of the 
rst index i.
In our case, range proofs will require exactly 2 keys for each digit, so this simpli
cation will not
have any negative impact.
Assume that we have a set of public keys fKi;jg for i 2 f1; 2; :::; ng and j 2 f1; 2; :::;mg.
Furthermore, we assume also that for each i there is an index �i such that signer knows the
private key ki;�i corresponding to Ki;�i .
In what follows we will use m for the hash of the message concatenated with keys fKi;jg.
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